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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Patchset Release 21.1.3.0.0, refer to
the following documents:

e  Oracle Banking Digital Experience Installation Manuals
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OBDX Servicing Application

2.1

2.2

2.3

2.4

2.0BDX Servicing Application

Pre requisite

e Download and Install node js as it is required to run npm and cordova commands.
e XCode to be download from Mac App Store.
e OBDX iOS App is supported only on versions 12 and 13.

Create Project

Ensure Nodejs Version is >= 12 and latest Xcode version
1. Extract iOS workspace from installer and place in a folder.

2. The workspace by default contains framework for running on devices. Hence to run the
application on simulator, delete and copy the 4 frameworks (OBDXExtensions.framework,
OBDXFramework.framework, OBDXWatchFramework.framework, Cordova.framework) from
installer/simulator to zigbank\platforms\ios directory.

Create Project Using Remote Ul

Make the following changes to index.html using any code editor of choice:
e Invar server_url, put the same KEY_SERVER_URL to be used in app.plist
In workspace create a copy of index.html in the same folder and rename it to home.html.
In index.html/home.html in workspace update jet_url = “https://static.oracle.com/cdn”On the

server side where Ul is deployed in framework/js/configurations/config.js set Jet “baseUrl” as
https://static.oracle.com/cdn/jet After this proceed to 2.5 Open Project in Xcode.

Create Project Using Local Ul by adding Ul to workspace

Use any 1 option below of a/b
a. Building un-built Ul (required in case of customizations)
(Ul'is same for internet and mobile, same build process of internet to be followed)
b. Using built Ul (out of box shipped with installer)
Available at --

OBDX Installer/installables/ui/deploy (Main release, OBDX installer),
OBDX_Patch_Installer/installables/ui/deploy (Patchsets)

e Create a copy of index.html in the same folder and rename it to home.html.

e Copy folders(components,extensions,framework,images,flows,lzn,home.html
,partials,resource, index.html,build.fingerprint) to workspace (zigbank/platforms/ios/www)
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OBDX Servicing Application

Note: When copying to www, index.html already present in the workspace should be replaced)

Ensure webhelp folder is not copied.
Download oraclejet-x.y.source zip file

x.y refer to the version of Oracle JET used

1. Unzip & copy js and css folders to workspace as below

a. assets\www\framework\js\libs\oraclejet\x.y.0\js

b. assets\www\framework\js\libs\oraclejet\x.y.0O\css
2. In config.js update values as highlighted below

a. {hostedAt:"local",baseUrl:;"framework/js/libs/oraclejet"
3. Inindex.html update require.js path

a. framework/js/libs/oraclejet/x.y.0/js/libs/require/require.js

Open project in Xcode

Open Xcode by clicking ZigBank.xcodeproj at zighank/platforms/ios/
1. Adding URLs to app.plist (ZigBank/Resources)
a. NONOAM (DB Authenticator setup)

SERVER_TYPE NONOAM
KEY_SERVER_URL https://mumaa012.in.oracle.com:18443/
WEB_URL https://mumaa012.in.oracle.com:18443/

b. OBDXTOKEN (Token based mechanism)

SERVER_TYPE OBDXTOKEN
KEY_SERVER_URL https://mumaa01l2.in.oracle.com:18443
WEB_URL https://mumaa012.in.oracle.com:18443

c. OAUTH Setup (Refer to installer pre requisite documents for OAuth configurations)

SERVER_TYPE OAUTH

KEY_SERVER_URL Eg. https://mumaa012.in.oracle.com:18443/
(This URL must be of OHS without webgate)
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OBDX Servicing Application

SERVER_TYPE

OAUTH

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443/

KEY_OAUTH_PROVIDER_URL

http://mumO00aon.in.oracle.com:14100/oauth2/rest/token

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

APP_DOMAIN

OBDXMobileAppDomain

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

WATCH_DOMAIN

OBDXWearDomain

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

SNAPSHOT_DOMAIN

OBDXSnapshotDomain

LOGIN_SCOPE

OBDXMobileAppResServer.OBDXLoginScope

d. IDCS Setup

SERVER_TYPE

IDCS

KEY_SERVER_URL

Eg. https://mumaa012.in.oracle.com:18443/
(This URL must be of OHS without webgate)

WEB_URL

Eg. https://mumaa012.in.oracle.com:18443/

KEY_OAUTH_PROVIDER_URL

http://obdx-
tenantOl.identity.c9dev0.oc9gadev.com/oauth2/vl/toke
n

APP_CLIENT_ID

<Base64 of clientid:secret> of Mobile App client

WATCH_CLIENT_ID

<Base64 of clientid:secret> of wearables

SNAPSHOT_CLIENT_ID

<Base64 of clientid:secret> of snapshot

LOGIN_SCOPE

obdxLoginScope

OFFLINE_SCOPE

urn:opc:idm:__myscopes__ offline_access

ORACLE
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OBDX Servicing Application

e. Common configurations

CurrencyCode Currency code for Siri Payments

PaymentPurposeRequiredFlag | Payment purpose required for Siri payments

SUITENAME Group identifier for sharing keystore information. Same as
given in app groups (mandatory to be given same as App
Group name)

BankName Name of bank to be shown on touch id / face id popup

CertificateType Extension of SSL Pinned certificates (Eg cer/der)

2. Adding chatbot support to mobile application (Optional) (refer section ODA Chatbot Inclusion
for more details)

CHATBOT_ID The tenant ID

CHATBOT_URL The web socket URL for the ChatApp application in ODA

3. Adding eKYC verification support to mobile application (Optional) (see section eKYC
Implementation more details)

LX_CLIENT_ID The client ID

4. Adding Bundle Identifiers

Bundle identifiers needs to be added in the Info.plist of each the frameworks along with the
Signing Capabilities tab in Xcode. For example, the bundle identifier used is abc.def.ghi.jkl.
The steps to be followed are,

¢ Right click on OBDXFramework.framework(in Xcode’s Project Navigator) -> Show in
Finder

e  When the finder directory opens the right click OBDXFramework.framework -> Show
package contents.

e  Open Info.plist and set Bundle identifier as abc.def.ghi.jkl. OBDXFramework
e Repeat the steps for the other three frameworks as well, with the following values:

» Bundle identifier for Cordova.framework : abc.def.ghi.jkl. Cordova
» Bundle identifier for OBDXExtensions.framework : abc.def.ghi.jk. OBDXExtensions

» Bundle identifier for OBDXWatchFramework.framework : abc.def.ghi.jkl.
OBDXWatchFramework

5. Siri-Payload.plist (ZigBank/Resources) is provided to specify entries in the Siri payload based
on transaction types (internal, domestic or international). Entries common to all the transaction
types can also be entered.
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OBDX Servicing Application

2.6 Generating Certificates for Development, Production and
Push Notifications

Create all certificates (by uploading CSR for keychain utility), provisioning profiles and push
certificates as shown below by login in developer console. For development add device UUIDs and
add same to provisioning profiles. Add capabilities as shown below and ensure the bundle identifier
matches the one of the application in Xcode
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Certificates, Identifiers & Profiles

105,108, watchos 10S App IDs +a
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eing Prosles - X | 4 = B =
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Ensure AppGroups capability is added to all profiles and for mobile profile SiriKit, App Groups,
Push Notifications must by added.

O Mac Installer Distribution

This certificate is used to sign your app's Installer Package for submission to the Mac App Store.

O Developer ID Installer

This certificate is used to sign your app's Installer Package for distribution outside of the Mac App Store

O Developer ID Application

This certificate is used to code sign your app for distribution outside of the Mac App Store.

Services

O Apple Push Notification service SSL (Sandbox)
Establish connectivity between your notification server and the Apple Push Notification service sandbox
environment to deliver remote notifications to your app. A separate certificate is required for each app you

develop.

®  Apple Push Notification service SSL (Sandbox & Production)
Establish connectivity between your notification server, the Apple Push Notification service sandbox, and
production environments to deliver remote notifications to your app. When utilizing HTTP/2, the same

certificate can be used to deliver app

update ClockKit

data, and alert

background VolIP apps of incoming activity. A separate certificate is required for each app you distribute.

O macOS Apple Push Notification service SSL (Production)
Establish connectivity between your notificatien server and the Apple Push Notification service production
environment. A separate certificate is required for each app you distribute

O  Pass Type ID Certificate
Sign and send updates to passes in Wallet.

O Website Push ID Certificate
Sign and send updates for Websites.

Note the certificate/bundle name

& Developer

Certificates, Identifiers & Profiles

Certificates

Identifiers
NAME

Devices

Certificates ©

com.ofss.digx.obdx.zighank

Profiles

Note the Team ID from top right corner
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Navigate to the “Keys” section and create APNS key

OBDX Servicing Application

Note APNS key and download the .p8 file. Copy the .p8 to config/resources\mobile

& Developer

Certificates, Identifiers & Profiles

< All Keys

View Key Details E
Enabled Services
Apple Push Notifications service (APNs)
Update the password as shown below —
Sr. Table PROP_ID CATEGORY_ID | PROP_VA | Purpose
No. LUE
1 DIGX_FW_CO | APNS DispatchDetails | <Key ID> Provides key of .p8
NFIG_ALL B certificate
2 DIGX_FW_CO | APNSKeySto | DispatchDetails | DATABAS | Specifies whether to
NFIG_ALL B re E or | pick certificate
CONNECT | password from
OR database or from
connector. Default DB
(No change)
3 DIGX_FW_CO | APNSCertke | DispatchDetails | DATABAS | Specifies whether to
NFIG_ALL_B yStore E or | pick certificate from
CONNECT | database or from
OR connector. Default DB
(No change)
4 DIGX_FW_CO | proxy DispatchDetails | <protocol, | Provides proxy
NFIG_ALL B proxy_add | address, if any, to be
ress> provided while
connecting to APNS
server. Delete row if
proxy not required.
Example:
HTTP,148.50.60.8,80
2-7 ORACLE
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5 DIGX_FW_CO | CERT_TYPE | DispatchDetails | For  dev | For prod push
NFIG_ALL B push certs | certificates this row is
add row | not required
with value
‘dev’
6 DIGX_FW_CO | APNSCert Open the .p8 file and
NFIG_VAR_B Eq— copy contents to
9 column
----- BEGIN "
PRIVATE (Update for all entities)
KEY-----
abcd
----- END
PRIVATE
KEY-----
7 DIGX_FW_CO | APNS_BUND Eg. Bundle Name
NFIG_VAR_B LE com.ofss.d .
igx.obdx.zi (Update for all entities)
gbank
8 DIGX_FW_CO | APNS_TEAM Eg. Team ID of Apple
NFIG_VAR_B ID 3NX1974C | developer account
93

(Update for all entities)

If CONNECTOR is selected in Step 2 update key as below

Push Notification Actionable Alerts Configuration

To enable deep linking with actionable alerts make the following changes on the server end to the

push notifications payload:

1. Send the “category" as “pac”.

2. Send the required deep-linking URL in “SUMMARY _TEXT".

ORACLE




OBDX Servicing Application

2.8 ODA Chatbot Inclusion

To enable ODA Chatbot services in the mobile app, the following changes needs to be made:

1. Copy the folder "cordova-plugin-chatbot" from the SVN path
: workspace_installer/AppExtensions/ODAChatbot The frameworks can be found at ODA
Client SDK for iOS x.y.z - Latest in https://www.oracle.com/downloads/cloud/amce-
downloads.html#license-lightbox. After downloading and unzipping the latest version the
frameworks for an actual device and simulator can be found inside the folders named
"FrameworksActualDevice" and "FrameworksSimulator" respectively. Frameworks to be
chosen as per the target and pasted inside "cordova-plugin-chatbot".

2. Paste the folder "cordova-plugin-chatbot", copied previously in the path
: workspace_installer/Zigbank/plugins A screenshot of the destination in Finder is attached
herewith.

@ Finder File Edit View Go Window Help @ B F wxi) Figss Q @ =

MOOOMENOT @ = "ERFN mT

3. Open the Zigbank.xcodeproj file, right click on "Plugins" folder and select "New Group"
option. Name the group as "cordova-plugin-chatbot".
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OBDX Servicing Application

@ Xcode File Edt View Find Navigate Editor Product Debug SourceControl Window Help 70U @B 7 o%E Finoe Q @ =

1B zoserk ) 7 iod toweh (7th generation) Zigbank: Ready | Today st 708 Pk " (n:]

v B ZigBank
» @ CDVBarcodeScanner.bundle
» B OBDXExtensionFramework.xco...
» B 0BDXFramework xcodeproj
W ZigBank entitiements
v W Staging
B config.xmi
> -
¥ i Classes
D MainViewControlleth
B MainViewControflerm

B MeinViewControlierxib
D AppDsiegate.n
B AppDelegate.m
v Plugins.
D ZigBank-

| Showin Finder

» W codows  OpeninTab
> W cordova-y
> W cordova-y
* 8 Other Sourc
D Ziggank-t  Show File Inspactor
B meinm g p..
D Bidging-  Add Files to "ZigBank"...
» i Resources
* 8 OBDXSHEX
W oBOXSi  New Group

Open with External Editor
Open As >

Delete

B intentHar  New Group with Folder
W info.piist
I 0BOXSKIEX  Sort by Name
Sort by Type

Find in Selected Groups.
« Source Control >

i project Navigator Help

¥ I ObdximessageExtension
 Assets xcassets
B ClaimPaymentViewController....
B CompletionViewControlier.swift

T MOOOmE N

4. Right click on the newly created group and select "Add files to "Zigbank"" option, and
add all the contents of “"cordova-plugin-chatbot" folder, pasted previously.

Fie Edt View Find Navigate FEditor Product Debug SourceControl Window Help U @2 XD Fin Q @ =

B ank) T ot (7t genration) 2k oady | Toswy at 713 5M

= cordova-plugin-chatbot &

a-plugin-chatbot

Options

B CompletioniviewControlier.swift

MOQOBENRG @ §s KBV

5. After addition of the files, go to "General" tab for "Zigbank" target and under the
"Frameworks, Libraries and Embedded Content" section change the embed type of the
frameworks "Starscream.framework" and "BotClientUISDK.framework" to "Embed and
Sign". Failing to do so will make the app crash after installation.
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® Xcode Flo Edt View Find Navigate Editor Product Debug Source Control Window Hel U@l 2 D Frien Q @ =

oo (@ B 1B igbank ) & o toueh (70h genaration) Zosank: Ready ] ¥ @ m

P —
v B Zigank L]

» @ COVBarcodeScanner.bundle

» B OBOXExtensionFramework xco.

» B OBDXFramework xcodeproj

 ZigBank entilements
¥ I Staging
B configxmi

B MainViewController.xb
B AppOelegate.n
B AppDelegate.m
v I Plugins
¥ M cordova-plugin-chatbot
@ Assots xcassets
2 BoIClientUISOK framework

ks, Uibraries, and Embedded Content

* I 0BDXSHiExtension
1 0BDXSiiExtension.entitieme...
B IntentHandler.swift
|
¥ I 0BOXSiiExtensionUl
» I Appintentvocabutary.plist
B Localizable.strings
» I Controliers
@ images.xcassets
SiiExtensionULentitiem.

2.9 eKYC Implementation

To enable eKYC please follow the steps mentioned below:

1. Download the iOS ID Verification SDK from oracle.live.api-ios-id-verification.zip from Oracle
Live Experience. All the frameworks inside “release” folder of “oracle.live.api-ios-id-
verification” are needed viz.

e OracleLive.framework
¢ WebRTC.framework
e wscSDK.framework

2. Go to https://mobile-sdk.jumio.com/com/jumio/ios/jumio-mobile-sdk/ and navigate to the latest
version to download the Jumio frameworks. Unzip the downloaded folder the following
frameworks are of use to us:

e BAMCheckout.framework

e DocumentVerification.framework
e iProov.framework

e JumioCore.framework

e JumioProov.framework

e JumioNFC.framework

e Microblink.framework

e Netverify.framework

e NetverifyBarcode.framework

e NetverifyFace.framework
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e SocketlO.framework
e Starscream.framework
e ZoomAuthentication.framework

3. Paste the frameworks downloaded in the previous steps in the folder "cordova-plugin-ekyc"
from the SVN path : workspace installer/AppExtensions/eKYC

4. Paste the folder "cordova-plugin-ekyc", copied previously, in the path
: workspace installer/Zigbank/plugins A screenshot of the destination in Finder is
attached herewith.

@ Finder Flle Edit View Go Window Help 3 = %D Thuiest Q @

m=[lm m- - & a

5. Open the Zigbank.xcodeproj file, right click on "Plugins” folder and select "New Group"
option. Name the group as "cordova-plugin-ekyc".

@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help 7 U@ B = oxi> Finos Q @ =

oo [ > {E) zighank ) ¥ iPod toueh (7th generation) Zigbank: Ready | Today 1 7:08 P

v B ZigBank
» ® COVBarcodeScanner bundie
e T ———
B —

W ZigBank.entiiements
¥ I Staging
L contig xmi
>
v i Classes
D MainviewControlier.n
B MainviewControlierm
B MsinviewControlierxib

B Zighankt  SPOW i Finder

» M cordova-;  Open in Tab
» W cordova-y
> cordova-y

¥ I Other Sourc

B ZigBark-|  Show File Inspector

Open with External Editor
As

New File...
Bridging-  Add Files to “ZigBank".
¥ I 08DXSiriEx Do
W OBOXSKI New Group
B Intentian  New Group with Foider

B info.plist
X Sort by Name
Sort by Type

Find in Selected Groups...
Source Control >

Project Navigator Help

B ClimPaymentViewControler
B CompletionviewControter owif

HOOOBE NG
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6. Right click on the newly created group and select "Add files to "Zigbank"" option, and
add all the contents of "cordova-plugin-ekyc" folder, pasted previously.

@ Xcode File Edit View Find Navigate Editor Product Debug SourceControl Window Help 70 U@E T 0D T9se Q @

B cuonwaichasp ) 7 Avsle Wetch Sain s - d0mm Bk | B OBOXWHEMABS: Suceseded | o

Z

= cordova-plugin-ekyc

POEIERER &

@ (Cloud Drive
B smartsvN 1

B AppDelegate.m 192

v I Pugins IntermediaryBa.

» I cordove-plugin-ekyc. ARPointsOfinte.
® purple

B ZigBank-Prefix.pch
B mainm
I eridging-Headerh

.

* I 0BDXSirEx
W 080XSirExtes
B intentrandler.
W info.plist

¥ I 0BDXSiiExtensionUl

» I Appintentyocabulary pist

i son ncel
B Localizable strings Now Folder Options Cancel Add

¥ I ObdximessageExtension

MOROOENB R ~ sP®R=Z@™F mF¥

7. After addition of the files, go to "General" tab for "Zigbank" target and under the
"Frameworks, Libraries and Embedded Content" section change the embed type of all the
frameworks to "Embed and Sign". Failing to do so will make the app crash after
installation.

& Xcode File Edit View Find Navigate Editor Product Debug Source Control Wi H g y Thu2000 Q @
1B ceoxwatchapp ) T Avple Watch Seies & - 40mm Zighan

Rwopst B Zosankrcodenrs/

Home
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Archive and Export

3. Archive and Export

a. Inthe Menu bar click on Product -> Archive (Select Generic iOS Device)

& Xcode File Edit View Find Navigate Editor [N Debug Source Control Window Help <O & TuzweM Q

®0® > W @zosenc [ OncieProne? Run xR Archiving ZigBank: Zighank | Compiing asset catalogs n = =l
B R iy c % < > [ zgsank)[|  Profile 1 pcton <a> o
= Analyze 0x8 iy s Tyo0
veoat . [
STRCT.SSLOHECK | Build For > s e _Detaut - ropery s L [
PanecCarticatenamel perform Action b MedCerttcse
Conscataype . Locatn_ B
Comectormmeout | Build *8 R e——
KevscveRur. | Clean ORK pucssossagrokio o v JUsersjshubmamesicop!
KexOmURL tSoscncT ok o 17205 AoprZghand
Sop % b o pltorms/on 2 gBanc
settings Fchene >
ke Destination > On Demand Resource Tags
Create Bot.

Target Mmbershis

8 @zosnc

b. After archiving has successfully completed. Following popup will appear
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Archive and Export

c. Click on Distribute App in the right pane of the popup -> select the Method of Distribution ->
Choose Provisioning Profile according to the method of distribution -> select Next -> Review
the contents and click on Export -> Export and generate the .ipa
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To run the application on simulator copy & replace 4 frameworks (.framework files) from /simulator

to zigbank/platforms/ios/
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OBDX Authenticator Application

4. OBDX Authenticator Application

4.1 Authenticator Ul (Follow any one step below)

4.1.1 Using built Ul
For TOKEN-BASED - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticato\TOKEN-
BASED
For Non-OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticatonNON-OAM
For OAM - Unzip dist.tar.gz directory from OBDX_Patch_Mobile\authenticatonOAM

4.1.2 Building Ul manually

1. Extract authenticator_ui.tar.gz from OBDX_Patch_Mobile\authenticator\unbuilt_ui.

The folder structure is as shown :

v e
< w=[l= =

android
> ios

authenticator_ui
.4 Hul K=
[d B authenticator_ui >

¥ authenticator_ui.tar.gz

Favourites
@) Airbrop -
@ Recents oam
#; Applications unbuilt_ui .
[ Desktop
[ Documents
o Downloads
Locations
& iCloud Drive
Q Android... 2
@ Remote Disc
Tags
©® Red
Orange

Yellow

Q
_build

components

css

framework

images

non-oam

pages

resources >

d. OAM Based Authentication
1. Open Terminal at “ build” level.

2. Run following command :

sudo npm install -g grunt-cli

sudo npm install

node render-requirejs/render-requirejs.js

grunt authenticator --verbose

3. After running above commands and getting result as “Done, without errors.” a new
folder will be created at “_build” level with name as “dist”.

ORACLE



OBDX Authenticator Application

e. NON-OAM Based Authentication

1. Copy “non-oam/login” folder and Replace it at location “components/modules/” [in ui
folder] location. This will replace existing “login” folder.

Favorites Today Previous 7 Days Previous 7 Days Previous 7 Days Previous 7 Days Provious 7 Days

© Downloads = > authenticator » android > _build
service > os » [ components » [ modules B hoto
&R v Previous 7 Days
#; Applications 3 ul » css > login
7 Deskt framework » ot
8 Desion asventction . i < ——
Documents >
] ::albm non-oam » totp
o~

2} shubham | pages

resources

oud
Devices B policies
resource
ui

(&) Macintosh HD
@) Remote Disc

A folder named “login" akready exists in this location. Do you
Tags want to replace it with the one you're copying?

® Bive
® Red

® Gray

Stop Replace

® Groen
Orange

Al Tags..

2. Open Terminal at “_build” level.

3. Run following command :

sudo npm install -g grunt-cli
sudo npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

4. After running above commands and getting result as “Done, without errors.” a new
folder will be created at “_build” folder level with name as “dist”.

-
., 900 9 _build — -bash — 80x24

3 Running "add-cordova" task
| Reading ../dist/framework/js/pages/require-config.js...0K
Ywriting .. dist/framework/js/pages/require-config.js...0K

il

g Done, without errors.

-

‘1Executinn Time (2017-87-24 15:084:08 UTC+5:38)
loading tasks 18.2s PN -
clean:preBuildCleanUp 1ims 8%
copy:main 6.45 DN 1%
sass:dist 12ms B%
htmlmin:min 98ms B%

I'inlinecss:main 3ms 0%
uglify;updatedBuild 1.7s [ B%
string-repla...eplacements 2bms  B%
require ims 8%
requirejs:compile 2.2 P 11%
clean:postBuildCleanUp 15imsz @ 1%
authenticator-tasks 7ms  B@%
add-cordova 7ms  B@%

Total 28.9s

dhcp-in-ofss—-18-186-59-57:_build obdxuser$ I
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OBDX Authenticator Application

e0e dist

= Today Provious 7 Days Today Today Today

build.tet

avorit
@ Downloads mobile > authenticator . ui
service companents

A Previous 7 Days ¥ Brovious 7 Days
7 Applications s
framework

Deskiop
authentication . ios.

. components . images
[ Documents chathot > = .

. non-oam
(3} shubham o tramework . sages
oud 4 >

images resources
Devices policies non-gam

Macintosh HD resource . o

- resources
2) Remote Disc

Blue

® Red
Gray
Green
Orange
All Tags...

f. Token Based Authentication Mechanism

a. Copy the “token-based/login” folder and replace it at the “components/modules/”
[in ui folder] location. This will replace the existing the login folder.

b. Open the terminal at “_build” level.

c. Run the following commands:

sudo npm install -g grunt-cli
sudo npm install
node render-requirejs/render-requirejs.js

grunt authenticator --verbose

d. After running above commands and getting result as “Done, without errors.” A
new folder will be created at “_build” folder level with name as “dist”.

4.2 Authenticator Application Workspace Setup

1. Unzip and navigate to iOS workspace as shipped in installer.

2. Open the workspace as shown below and find and replace the following generated Ul files from
“ui/dist” folder :

» components
» €SS

» framework
» images

> pages

» resources
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OBDX Authenticator Application

ere wWAW
< = = Ri@Bv %y 0 Q Q
s > I OBDXSecure..2019-05-04 » [ authenticator * 0 platforms > W ios * I cordova » I components >
5 » 1 workspace_installer » I simulator CordovaLib @ cordova_plugins.js
@ Airdrop B works 4
» pace_installer.zip json
B Recents > ios json € cordovaijs
o > ObdxAuthent.. .or.framework » css
ications
L. o ",’” o I OBDXSecureAuthenticator » Il framework
| Eoescop OBDXSecure...ator-Info.plist images
|3 Documents: B oBDXSecure...tor.xcodeproj img
2 OBDXSecure...xcworkspace @ index.htmi
© pownloads platform,_vww s s
pods-debug.xccontig pages
joswion pods-release xcconfig plugins
& iCloud Drive resources
[J Android.. & task
@ Remote Disc
Tags
© Red
Orange
Yellow
© Green
® Blue

3. Double click on OBDXSecureAuthenticator.xccodeproj to open the project in Xcode

eve » & 0BOXSecueauthenticator ) > Generic [0S Device | DBDXSecureAuthenticator | Build Succeeded | 11/04/13 at 7:40 P NIl <« OO O
B E 8 QA © 8 o 5|8 < > [ osoxsecuehuhentcotor ) I Other Sources ) & app plst) Ho Selection <a> Do
O oy Type Value Identity and Type
[ Cordovalib.xcadepro] | ¥ Roat © Dictionary & (8 items) | Name app.plist
P 2 Obdwuthenticator.framework otp_sattings String HOTP Type | Detautt - Property List xutL [
v . Staging shared_server_url String http:f/mum0Bchx:3333
e PinnedCertificateName String trustedCeriificate (e Reintive to Oroup
B CertificateType String cer app.plist -
shared_oam_url String Full P {Users/adi/Deskiop/SVN/
¥ Clemies ComnectionTimeout String 5 18.3 Authenticator/105/
h MainviewCantrollerh workspace_installer/
authenticator/platforms/ias/
By 2 i g GBOXSecureAuthenticator/
MainViawController.xib aop.plist
i+ AppDelegate.h
B o 0n Demand Resource Tags
¥ Other Sources
app.plist
1| OBDXSecureAuth. ticstor-Prefix pch Loealization
w mainm Localize.
Headerh
By 3 Target Membership
> Resources 8 @ 0s0xXsecureAuthenticator
> . Framaworks
> . Products
+ [@Fiter ol

Update HOTP or TOTP in above screenshots and update the server URL.
4. The application can be archived using steps in Section 4.3 for running on device

5. To run the application on simulator, copy & replace the framework from
simulator/ObdxAuthenticator.framework to /authenticator/platforms/ios/
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4.3 Building Authenticator Application

1. Setthe simulator to Generic iOS device. Then go to Product -> Archive.

@ Xcode File Edit View Find Navigate Editor [[EERIa Debug Source Control Window Help

ece > =

B & Q =
v [ ObdxAuthenticator
v Settings.bundle

» [ en.lproj
Root.plist
v [ Staging
config.xml
5 www
& cordovalibxcodeproj
Classes

>
»
» [ Plugins
» (] Other Sources
v [ Resources
app.plist
trustedCertificate cer
5 Images.xcassets
» | config
ObdxAuthenticator-info.plist
» [ Frameworks.

» [ Products

@ Oboxutnenticator ) 2 Generic i0S Da

@ |m
]

PROJECT

[&5 OvaxAutner

[B ObdxAuthenticator
TARGETS
@ ovaxauthenticator

OFE a0

@ Cp 7 W 9% (M Mon515PM Q @

by *R g indox. © SIS [ ml=]]=]
=
Profile 2 <a>
Analyze oRB
Capabiiities Resource Tags Info. Bulla Settings Build Phases Buid Rules
2 Combined [ITRCES a
Build For > | g t
Perform Action >
Build 8 o
Clean 02K *
Scheme >
Destination >
Create Bot.. e
Debug @executable_path/Frameworks
Release
¥ Packaging
@ ovaxau
Info.plist File ‘ObdxAuthenticator/ObdxAuthenticator-info.plist

Product Bundle Identifier

com.oraclecorp.internal.obdxauthenticator

» Product Name 0OBDX Secure

¥ Search Paths

Always Search User Paths.

NoZ

alwlel [ty le]ileloli]1
2 [alalalt olnli]x]1
w[~[x]% [x][x
S All Output & & oo

2. Choose your Archive and then click “Export”. .ipa file will be generated

& Xcode File Edit View

Find Navigate Editor Product Debug Source Control

~ Version
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